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SOFT TOUCH ARTS LTD
DATA PROTECTION POLICY

Links to other policies

Safeguarding, IT, Social Networking, Confidentiality

Availability

· Website www.soft-touch.org.uk   

· Intranet – Staff Manual and Volunteers’ Handbook

Review date:  August 2011

INTRODUCTION

From time to time Soft Touch Arts needs to collect and use certain types of information about individuals who come into contact with the organisation. This personal information must be dealt with properly however it is collected, recorded and used. The reasons for this are to ensure that Soft Touch:

· Complies with the law and principles of the Data Protection Act 1998; 

· Maintains consistently high levels of best practice in processing of personal and/or sensitive data;

· Protects clients, staff and other individuals;

· Protects itself as an organisation.

THE EIGHT PRINCIPLES OF GOOD PRACTICE
Soft Touch Arts will process personal data it holds in accordance with the eight Data Protection Principles laid down by the Data Protection Act. These say that data must be: 


1. Fairly and lawfully processed; 

2. Processed for limited purposes;

3. Adequate, relevant and not excessive; 

4. Accurate and up to date; 

5. Not kept longer than necessary; 

6. Processed in accordance with the individual’s rights; 

7. Secure; 

8. Not transferred to countries outside the European Economic Area unless the country has adequate protection for the individual. 

The Six Conditions
At least one of the following conditions must be met for personal information to be considered fairly processed: 


1. The individual has consented to the processing;

2. Processing is necessary for the performance of a contract with the individual; 

3. Processing is required under a legal obligation (other than one imposed by the contract); 

4. Processing is necessary to protect the vital interests of the individual;

5. Processing is necessary to carry out public functions, e.g. administration of justice; 

6. Processing is necessary in order to pursue the legitimate interests of the data controller or third parties (unless it could unjustifiably prejudice the interests of the individual).
SENSITIVE DATA
Specific provision is made under the Act for processing sensitive personal information. This includes racial or ethnic origin, political opinions, religious or other beliefs, trade union membership, physical or mental health condition, sex life, criminal proceedings or convictions. 

For personal information to be considered fairly processed, at least one of several extra conditions must be met. These include: 


1. Having the explicit consent of the individual; 

2. Being required by law to process the information for employment purposes; 

3. Needing to process the information in order to protect the vital interests of the individual or another person; 

4. Dealing with the administration of justice or legal proceedings. 

SOFT TOUCH ARTS POLICY

Soft Touch will, through appropriate management:


1. Comply with both the law and good practice;

2. Be open and honest with individuals whose data is held;

3. Provide training and support for staff who handle personal data, so that they can act confidently and consistently;

4. Collect and process appropriate information, and only to the extent that it is needed to fulfil operational needs or to comply with any legal requirements;

5. Ensure the quality of information used;

6. Apply strict checks to determine the length of time information is held;

7. Respect individuals’ rights and ensure that the rights of people about whom information is held, can be fully exercised under the Act. (These include: the right to be informed that processing is being undertaken, the right of access to one’s personal information, the right to prevent processing in certain circumstances and the right to correct, rectify, block or erase information which is regarded as wrong information);

8. Set out clear procedures for responding to requests for information;

9. Take appropriate technical and organisational security measures to safeguard personal information;

10. Ensure that personal information is not transferred abroad without suitable safeguards; 

11. Treat people justly and fairly whatever their age, religion, disability, gender, sexual orientation or ethnicity when dealing with requests for information.

RESPONSIBILITIES

The Soft Touch Management Committee and paid directors have overall responsibility for ensuring that the organisation complies with its legal obligations. In addition Soft Touch will ensure that:


· There is someone with specific responsibility for Data Protection.  Helen Pearson is the designated person at Soft Touch who is responsible for data protection issues; 

· Everyone managing and handling personal information understands that they are contractually responsible for following good data protection practice;

· Everyone managing and handling personal information is appropriately trained to do so;

· Everyone managing and handling personal information is appropriately supervised;

· Anybody wanting to make enquiries about handling personal information knows what to do;

· Queries about handling personal information are promptly and courteously dealt with;

· Methods of handling personal information are clearly described;

· A regular review and audit is made of the way personal information is held, managed and used;

· Methods of handling personal information are regularly assessed and evaluated; 

· Performance with handling personal information is regularly assessed and evaluated.


A breach of the rules and procedures identified in this policy by a member of staff may lead to disciplinary action being taken.  

SPECIFIC DATA PROTECTION PRACTICE REGARDING YOUNG PEOPLE

Media Consent 
Soft Touch has a media consent form for use of photographs, digital images, video and sound recordings.  Where young people could be identified in relation to a specific project which addresses issues around youth offending, mental health or any other sensitive material or issue that they may in later years not wish to be associated with, we will keep images for two years and will only use images beyond this time with the express permission of the people contained within them.  

Other more general images which show young people working on projects and involved in creative activities will be kept in our image bank and may be used in general publicity as and when required.

Social Networking 

In order to promote projects to young people and share information of interest and showcase work produced by young people, Soft Touch use social networking sites such as Facebook.  We have a social networking site policy that sets out guidelines for staff when using social networking with young people.  
PAGE  
3
Last updated: 4 July 2011

